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Student Data Privacy Public Hearing   June 13, 2018    WPSBA Comments 

 

I am Lisa Davis, Executive Director of the Westchester Putnam School Boards Association (WPSBA). We thank 

you for this opportunity to submit comments on student data privacy. 

One only needs to have a Facebook account or a credit card to know that there is no guarantee regarding data 

leaks or the misuse of data.  

A recent Hechinger Report addresses the issue of surveys and data brokers. It opens with the statement, 

“Strict federal privacy laws protect the private information of students. But those laws only apply to schools. 

As a new report from Fordham University shows, there are more than a dozen private brokers in the U.S. that 

can freely sell student data.” It then goes on to say, “Schools are mostly doing the right thing. They are not 

sharing information with sketchy people who ask for it,” said Amelia Vance, Director of the Education Privacy 

Project, Future of Privacy Forum. But schools may be unwittingly helping out data brokers in another way, by 

distributing third-party surveys to students. This does not violate privacy laws as long as schools get parental 

permission to administer the surveys. ‘Once it’s through the gate, there’s little protection after the 

collection…’” 

The internet and data security are indeed like the Wild West, and it is difficult to keep pace. Companies in this 
industry remind me of starfish- they can regenerate their arms and sometimes their whole body, essentially 
growing into an entirely new starfish. (Sidenote: it’s not a fish, it’s an echinoderm.) What is NYS doing to 
ensure we remain ahead of the curve, and don’t get blind-sighted by the newest iteration of an old starfish? 

New York State Education Law, Section 2-D, addresses many issues, but also raises some questions: 

A key issue relates to where data will be housed, and the tentacles of access. Our radar goes up regarding data 

that is stored outside of school district or NYS servers. While this law addresses what happens at the end of a 

third party contract, where does it mention what happens to the data if a company goes bankrupt or merges 

with another company? What are the implications if the data resides in a location that is not under NYS law? 
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Furthermore, while data breaches and the unauthorized release of personally identifiable information are 

addressed, the regulations are prescriptive, yet not ironclad. These types of companies or the key employees 

in these companies morph into new companies all the time. The provisions only appear to address the 

company under contract or third party assignee. There must be prototype language for also banning spin-offs 

or newly named companies organized by the same bad actors (remember the starfish). 

Finally, there needs to be 100% transparency about both what you are currently collecting and what you are 

considering collecting, and there must be timely, well-publicized public discussion on any proposed changes. It 

is not that we are paranoid, although that’s not a bad thing when it comes to data privacy. Rather, we know 

that data items such as a student’s country of birth and date of entry into the US or identifiable student 

discipline records have been on the table, and might be out there if not for the vigilance of parents or school 

officials. 

We approach this issue with a simple adage, “If you can’t protect it, don’t collect it,” and urge you to do the 

same. 

 
 
Fordham University Report: 
Russell, N. Cameron and Reidenberg, Joel R. and Martin, Elizabeth and Norton, Thomas, Transparency and 

the Marketplace for Student Data (June 6, 2018). 

  


